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Panelists	

•  Jeff	Peelen	–	Quarles	&	Brady	LLP	(moderator)	

•  Joe	Kirst	–	Court	Street	Group	

•  Orlie	Prince	–	Moody's	

•  Jon	Savage	–	Armolon	Corp.	

•  Tiffany	TribbiT	–	S&P	Global	



Roadmap	

•  3	Areas	of	Concern:	
–  Cybersecurity	threats	to	BDs	and	issuers/borrowers	
–  Effects	on	issuer/borrower	credit	profiles	
–  Legal	responsibili\es	(regulatory,	disclosure	obliga\ons)	
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Cybersecurity	Threats	
•  Two	Broad	Types	of	Cybercrime	

–  Goal:	disable	the	target	computer	system	
–  Goal:	access	data	and	administra\ve	privileges	

•  Types	of	Threats,	on	the	Rise	
–  Malware	
–  Phishing	
–  Distributed	Denial	of	Service	(DDOS)	
–  "Man	in	the	Middle"	
–  Cryptojacking	–	"Mining"	using	another's	computer	
–  SQL	Injec\on	
–  Zero-day	exploits		
–  Mobile	phone	|	unofficial	third-party	app	stores	

•  Recent	ATacks	
–  WannaCry	
–  NotPetya	
–  Etherium	
–  Equifax,	Yahoo	



Example	-	SQL	Injec\on	
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Effects	on	Credit	Profiles	
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Securi\es	Law	
	

§ Due	Diligence	
§ Offering	Document	Disclosure	
	



Cybersecurity	

	

Regulatory	
	

§ FINRA	2018	Update	
§ SEC	Cybersecurity	2	Ini\a\ve	
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Discussion	and	Ques\ons	
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